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Math�
The only place where people  

buy 64 watermelons 
and nobody wonders why.  
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Legal Status�
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Status as of Oct. 27 2015, see �
https://en.wikipedia.org/wiki/Legality_of_bitcoin_by_country�

Drawn with mapchart.net



        

Outline�
  Introduction – What is Bitcoin? 

Bitcoin transactions and mining 

  The blockchain 

  Wallets and faucets 

Dogecoin, Ethereum, Unobtanium, Quatloo, 
BunnyCoin, and other Altcoins 

  Outlook  
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Introduction – Monetary Exchange�
1.  Check that the sender 

actually possesses the 
required amount of money. 

2.  Deduct the amount to send 
from the sender’s account. 

3.  Transmit the specified 
amount of money to the 
recipient. 

4.  Update the recipient’s 
balance with the 
transmitted amount. 
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Cash exchange
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Electronic exchange?
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Electronic exchange?

Always requires a �
trusted intermediary!!!



        

Introduction – Monetary Exchange �
Without a Trusted Intermediary�

 

 

 

 

 

 

Rai stones, island of Yap (Micronesia) Picture by Eric Guinther, Wikipedia 
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Introduction – Monetary Exchange �
Without a Trusted Intermediary�

The solution: the Bitcoin protocol, proposed by 
Satoshi Nakamoto in “Bitcoin: A Peer-to-Peer 
Electronic Cash System,” 
https://bitcoin.org/bitcoin.pdf 
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Introduction – Monetary Exchange �
Without a Trusted Intermediary�

The solution: the Bitcoin protocol, proposed by 
Satoshi Nakamoto in “Bitcoin: A Peer-to-Peer 
Electronic Cash System,” 
https://bitcoin.org/bitcoin.pdf 

=> Chocolate demo! 

See also: 
http://www.cfbtranslations.com/bitcoin-part-1-
byzantine-generals-and-pseudonyms-or-what-is-
bitcoin/ 
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Bitcoin Transactions�
1.  The ownership of Bitcoins can be publicly verified, 

because every Bitcoin transaction since the very first one 
(the so-called genesis block) is entered into a public 
ledger called the blockchain.  

2.  A transaction is publicly broadcast to all nodes in the 
network.  

3.  Double-spending is not possible, because the network 
decides through a process that is a bit like voting (and 
involves solving a complex math problem) called mining 
(proof of work), which transactions are valid and which 
ones are not.  

4.  The transactions that are chosen as valid are entered 
into the blockchain, the public ledger, and become 
final.. 
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Bitcoin Mining – Proof of Work�
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Bitcoin Mining�
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1.  A computational problem is sent to the nodes in the Bitcoin 
network.  

2.  All unconfirmed transaction proposals are also sent to the nodes. 
Not every node receives the transactions in the same order. 

3.  The nodes attempt to compute a solution to the problem in step 
1. 

4.  After on average 10 minutes, a solution is found by one node. 
The node broadcasts the solution along with its particular copy of 
transactions that will be the new additions to the ledger 
(blockchain).  

5.  The other nodes validate the solution and confirm the 
transactions. 

6.  After 100 confirmation the solution and associated transactions 
are final. The node that found the solution collects the 
transaction fees and a certain amount of newly “minted” Bitcoins. 

7.  Begin again with step 1. 



        

The Public Ledger – the Blockchain�
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A block consists of the following main 
elements: 

  A timestamp  

  A reference to the previous block — thus the 
name chain  

  The transactions that are being confirmed in this 
block and thus being finalized and publicly 
broadcast  

  A statement of a new complex mathematical 
problem to be solved for the miners 
 

 



        

The Public Ledger – the Blockchain�
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Publicly accessible at www.blockchain.info 

 



        

The Blockchain – Block Detail�
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The Blockchain – Transaction Detail�
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The Blockchain – Hashes�
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The Blockchain – Hashes�
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Input: 
To be, or not to be
Output of SHA-1: 

03c6691ebdd161363457e3c73a8ed44186536cf9
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Input: 
To be, or not to be
Output of SHA-1: 

03c6691ebdd161363457e3c73a8ed44186536cf9
 
Input: 
To be or not to be
Output of SHA-1: 

6025f94596c2445f0a776d9bac929829de3c948d

Input: 
2B~not2B
Output of SHA-1: 

5ed97a13c423c7abea25de49472f7043f156d31c



        

Blockchain – Public Key Cryptography�
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   Private key:  
   Public key: 



        

Blockchain – Public Key Cryptography�
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1.  A unique pair of a public and a private key is created. 
2.  The public key is broadcast to all recipients. The private 

key is kept secret.  
3.  All messages or (in the case of Bitcoin) transactions are 

encrypted with the private key, the equivalent of locking 
them into the mailbox above.  

4.  The message is then sent to the recipient(s). The message 
(or transaction) can be authenticated and decrypted by 
anyone with the public key.  

5.  It is (next to) impossible to fake messages (or 
transactions) without knowledge of the private key. 
Impostors are out of luck. 



        

The Blockchain – Transaction Detail�
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Wallets and Faucets – Bitcoin Wallet�
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Wallets and Faucets – Bitcoin Wallet�
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Getting BTC - Bitcoin Exchange Rate�
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Getting BTC - Faucets�
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Faucets = websites, where you can get BTC for 
“free,” usually by watching ads (warning – anti-virus 
programs are strongly recommended!) 

Usually only a few Satoshis = 0.00000001 BTC 

Minimum amount in BTC transaction is currently 5430 
Satoshis (0.00005430 BTC) => micropayment sites 

List of faucets: 
http://www.cfbtranslations.com/bitcoin-and-altcoin-
faucets/ 

 



        

Altcoins�
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Source: coinmarketcap.com (Oct. 31, 2015) 
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Bitcoin and other Cryptocurrencies:�
Illegal Money or a New Global Payment Option?�

Neither!�
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Bitcoin and other Cryptocurrencies:�
Illegal Money or a New Global Payment Option?�

Neither!�

Thank you! 
     Slides at http://www.CFBtranslations.com 
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References & Further Reading�
  Series of blog posts on cryptocurrencies: 

http://www.cfbtranslations.com/weblog/ 

  University of Nicosia – free online MOOC on digital 
currencies: 
http://digitalcurrency.unic.ac.cy/free-introductory-mooc 
(Part of an online MSc in Digital Currency (not free)) 

  Official Bitcoin website: 
http://www.bitcoin.org 
Bitcoin block chain explorer: 
https://blockchain.info 

Cryptocurrency market capitalization/altcoins: 
http://coinmarketcap.com 
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